Account Permissions Overview
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DrChrono has permissions that can grant or restrict access to different areas of the system. Permissions and their
descriptions are listed on the Permissions Administration page (Account > Staff Permissions > Permissions tab).

When the permission is not turned on, you often receive a "permission denied" message when trying to access a
page or feature for which you don't have the permission.

Access All Messages for Practice Group

Staff can view and manage messages for multiple Staff can only view and manage messages for their

providers in the practice group. associated primary provider selected on the Edit
Office Staff page. (Account > Staff Members > Staff
tab > select Edit > Primary Provider box).

Access Balance/Ledger

Turned off

Access Billing > Patient Balance Ledger No access to Billing > Patient Balance Ledger

Access Billing

Access the Billing menu e No access to the Billing menu.
e You canstill enter codes in appointments and
clinical notes on the Billing tab.

Access Clinical Notes

Access and view clinical notes in various areas of Receive a "permission denied" message when trying to
DrChrono view clinical notes in:
e The appointment (both on the schedule and in
the patient chart)
e Clinical > Clinical Notes
o Live Claims Feed
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http://support.drchrono.com/#p
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Type @ Appointment

WARNING: This patient is pre-populated sample data.
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View All Appointments

Recurring Appointment A scheduled appointment cannot be converted to a recurring series.

[J Arrange a Follow-up Reminder

{J view Active Reminders:

Save & Close | Save |RSLY

Access Institutional Billing>

Can't enter information for institutional UBO4 forms.

Enter information for institutional UBO4 forms.

With Access Institutional Billing Permission Enabled

Institutional Claim m
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View Service | +EOB | E3SuperBill | 4 Clinical Noto

Info Gond & Oce

Claim Type

Faciity Type
Gare Type

Blling Sequences
Stm Cover Period
Adm Date & Hour
Type of Admission
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Principal Dx Code
Admitting Dx Code
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Patient Statement Balance: $350.00 Generate Statement  Balance: $350.00 11 past appointments

You see the Institutional Claim toggle switch on the

Billing Details screen; however, if you try to turn the

toggle switch on, you receive an "access denied"

message.

Value Code  Insurance  Attending

Default v

1 Hospial | uBosboxa
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Access to drbrendan.drchrono.com was denied

You don't have authorization to view this page.

HTTP ERROR 403

Without Access Institutional Billing Permission Enabled

# Clinical Note



Access to Reports > Patient Report No access to Reports > Patient Report

Access Patient Payments

Enter and process payments in the appointment, Access to Patient Payments is denied when Access
patient's chart/patient payments, the Live Claims Billing and Access Patient Payments permissions are
Feed, and the DrChrono EHR app. turned off. You receive the "permission

denied" message or the "Cash create modal
component is broken" error.

\edule Appointment o0 DrChrono
@ drbrendan.drchrono.com, =
ppointment Billing Eligibility Vitals Growthcharts Flags Log Comm. Revisions  Custom Data
Cash Create Modal Gomponent I~ x
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ICD Version | IGD-10 ~ Employment | No ~
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Onset of Current Symptom
Referral # Onset Date Type ymp

Payment Profile | Cash v Onset Date

Billing Profile v+ Other Date Type | - Other Date Type -
Billing Pick List Choose Codes from Pick List Other Date

Diagnosis Pick List Choose Codes from Pt Problems

Credit Card Payment [lgCEeEbident]
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Code Description Code Description |
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Access Patient Statements
[ Tunedon | Tumedot |

Access Billing > Patient Statements No access to Billing > Patient Statements

Access Reports

Access Reports > Practice Reports No access to Reports > Practice Reports

Access Scheduling

Access the schedule as well as view and schedule Can't see or access any of the patient's appointments.

appointments Note: Staff accounts must land on the Dashboard
when they log in; otherwise, they won't be able to
access DrChrono after logging in because they cannot
access the schedule.
To set this up, go to Account > Account Settings >
General tab and select the Use new dashboard home
screen checkbox.



Access to eRx

e Access to the Send eRx function in the patient's
chart.
e You can prescribe medications.

If Send eRx is turned on for a staff user, they can
send prescriptions; however, only the provider's

name appears on the prescription, not the user's.

e Accessto Account > eRxSettings

Access to Message Center

No access to the Send eRx and eRx Settings features.

Turned off

Access the Message Center along with
faxing/messaging capabilities from the patient chart
and clinical note, allowing you to:

e View messages

e Faxdocuments

e Sendreferrals

Schedule Clinical Patients Reports Billing

Account Help $

Can't access the Message Center or perform any tasks
in the Turned on description while in the message
and/or the patient chart.

v| 2000 v @ @ +Event (9Today < Refresh & Print Appts

Su Mo Tu We Th Fr Sa Sun 7/19 x Mon 7/20 x Tue 7/21

28 29 30 |1 2 3 4

12 13 14 15 16 17 18 )

Access Patient Statements

x Wed 7/22 x

Jul 19 2020 - Jul 25 » Daily Exam Rooms Doctor - vlonthly

Thu 7/23 x Fri7/24 x Sat 7/25 x

9:00 - 10:00 am BW i 9:00 - 9:30 am BW | 9:00 - 9:45 am BW I 9:00 - 10:15 am BW
Jenny (Jen) Harris: Primary ~ WEgu A 1a W AWl Amanda Jones: Primary  Evan James: Primary Office

Turned off

Access Billing > Patient Statements

Add New Referring Sources

No access to Billing > Patient Statements

Add referring/ordering provider informationto a
patient chart.

Can't add referring/ordering provider information to a
patient chart.



Referring Doctor

Referring Doctor Search
Referring Dr. First Name
Referring Dr. Middle Name
Referring Dr. Last Name
Referring Dr. Suffix
Referring Dr. NPl Number
Referring Dr. Qualifier
Referring Dr. Number
Referring Dr. Specialty

Referring Dr. Address

Referring Dr. Email
Referring Dr. Phone
Referring Dr. Fax
Referring Source
Primary Care Physician

Referral Number

Will populate fields below

Edward

Jenner

8876543210
-- Qualifier -- v
Primary Care Physician v

328 Gibraltar Dr.
Sunnyvale, CA 94089

(844) 569-8628

HAOK-2K-XXXXK

Appointment Provider Selection

Staff can schedule appointments for all providers in

the practice group.

Staff can only schedule appointments for their
associated primary provider selected on the Edit
Office Staff page. (Account > Staff Members > Staff
tab > select Edit > Primary Provider box).



With Appointment Provider Selection permission enabled Without Appointment Provider Selection permission enabled

Schedule Appointment Schedule Appointment
Appointment  Biling  Eligibiity  Vitals Growtncharts  Flags  LogComm.  Revisions  CustomData MU Helper Appointment  Biling  Eligibilty  Vitais Growthcharts  Flags  LogComm.  Revisions  CustomData MU Helper
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Notes: Status: ¥ )
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Edit Office Staff

Firstname  Nick =]
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- Primary Provider | Brendan Wilberton Y]
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Username | hidmick
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Cellphone | (555) 555-6425

Send daly biling report? ()
iPad unlock code (7206

Restrict offices? )

Use new dashboard?

Archive Sighed Consent Forms

Can't archive signed consent forms.
Archive signed consent forms.

In a patient chart > Documents section > Signed
Consent Forms tab, the Archive Consent Form button
appears.

Refer to Archiving Signed Consent Forms.

With Archive Signed Consent Forms Enabled Without Archive Signed Consent Forms Enabled
Laurie T. Sample

Fomal 32 yoars o | Do , 1990 =
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o e | raomoe | 8 mmmgmies [T e 5 New Referal | Fax Demographics | & Print Demographics ([Tl wvias | (EXSATRT
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Proviem List Uploaded Documents  Lacked GaricaNotes  Signed ConsentForms. Outbound Fefarsls L R Upload images, scanned paper documents, or PDFs downloaded from other electronic medical records.

Madcaton Lt
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Billing Administrator


https://support.drchrono.com/help/14627801904283

e Delete patient payments and unallocate line item e Can't delete payments or unallocate line item
payments in the Patient Payments section by payments. The lockicon & doesn't appear on
selecting the lockicon a . the Patient Payments tab.

e Access Square setup and settings in Account > e Can't access Square setup and settings. You
Account Settings > Patient Payments tab. receive an error message.

With Billing Administrator Permission Enabled Without Billing Administrator Permission Enabled
Patient Payments Payments | Uineltems Logs Swtemens Bamnce ’atient Payments Payments Line Items Logs Statements Balance
Jenny (Jen) Harris :
Test Cam
From To Filter by Range: & - % Provider: All
Filter by Range: | 5 - |3 Provider: All

@, Simple:On  Condensed: On

Simple: On Condensed: On
Total Paid Allocated Payment (Paid to Appt) Unallocated Payment

Jenny (Jen) Harris $81.00 $81.00 $0.00

Total Paid Allocate
Test Cam $1.00

LRt ] socoun

BILLING Billing Summary

Live Claims Feed Live Claims Feed

Patient Payments (Beta

Day Sheet
Day Sheet

Transactions
Transactions

Remittance Reports
Unmatched ERAs

Remittance Reports

Accounts Receivable

Break the Glass Review

This permission is part of a significant feature enhancement not yet available to users. We will have
more information about how to use this permission and the best practices when it is released.

Turned off

Review and approve break-the-glass requests Can't view or approve break-the-glass requests

Break the glass refers to a security feature implemented in Electronic Health Record (EHR) systems. This feature is
designed to protect sensitive patient information by requiring additional authentication steps before access is
granted to certain highly confidential or restricted parts of a patient's medical records. The term break the glass
metaphorically represents an emergency, similar to breaking the glass to access a fire extinguisher in case of fire. In
the context of EHR systems, a user (usually a healthcare provider) must take extra, deliberate actions to access the
information, acknowledging the sensitivity and agreeing to the terms of accessing such data.

Create and Update Contacts
[ Tumedon | Tumedof |


https://support.drchrono.com/help/360001122843
https://support.drchrono.com/help/360039727072

Add contacts to the account in the Message Center > e No access to the Contacts section in Message
Contacts and the Create New Contact option when Center, and receives a Permission Denied error
sending a referral. message.
e Can't add contacts when sending a referral using
To: | js the Create New Contact option. The window to

Emai enter contact information doesn't open.

Phone

Fax

Direct Email Address

Schedule Clinical Patients Reports Billing Account Help % X Search 12 =3 +

© 0 Fax number: +1 (301) 850-2018
Incoming Messages
9 Incoming Messages 12]
% Starred
Mark as Read Mark as Unread Show Archived NEXT > Search Messages Q
S All Messages
FAX © (m] From Title Associated patient Assignedto | Assigned by | Workflow | Created ¥ Updated
> Incoming Fax 2] Ol |dren Generated PDF: Dec. 7,2020, 11:07 | Dec. 7, 2020, 11:07
) | drefrono patient_statements_12_07_20.pdf am. am.
€ Outgoing Fax
— ol Sample Doctor, MD & |incoming Fax Dec. 1,2020,3:55 | Dec. 1, 2020, 3:55
S = (3018502018) 9 p.m. p.m.
A Lab Results .| Sample Doctor, MD X Dec. 1,2020,3:23 | Dec. 1,2020, 3:23
0 8 | Incoming Fax
© (3018502018) p-m. p.m.
@ eRx Requests O |« | Homerd. simpson @ | Oniine Appointment Homer J. Nov. 4, 2020, 12:59 | Nov. 4, 2020, 12:59
T - Simep PP Simpson p.m. p.m.
s )
€ Outbound Referrals . Homer J. Nov. 4, 2020, 12:57 | Nov. 4, 2020, 12:57
¥ | Homer J. Simpson ® | Online Appointment
= ” PP Simpson p.m. p.m.
& Contacts e

Create and Update Patients
[ Tunedon | Tumedot |

Create patients and grant access to patient charts. e Can't access patient charts or add patients to
appointments.
e Can't see the Add a New Patient, Edit Patient, or

Invite to OnPatient icons + & in
the Schedule Appointment window.

e The New Patient checkbox appears, but if you
try to add a patient, you receive an error
message.

e Ifyoutrytoselect a patient's name inthe
Message Center, you receive a "permission
denied" message.

e Can't attach documents to a patient chart.



With create and update patients permission enabled Without create and update patients permission enabled

Schedule Appointment Schedule Appointment
Appointment Appointment
Type ®Appointment  OVideoVist O Break  [JWalkin () Transition of Care [ New Patient () Referral Type ®Appointment  OVideoVist (O Bresk  (JWalkin (JTransitionof Care  ()New Patient () Referral
Provider | Brendan Wilberton v Provider | Brendan Wilberton v
Patient || +|z e <—0mcs- Primary Office. v+ s Patient « Office: | Primary Office v+ s
Reason Profile: v Reason: Profie: -
Eligibiity | - v 4 Eligibility v

Profle: Profie:
Scheduled: | 04/27/2021 Time| 12:40PM | ¥ Exam: | Exam 1 ) Scheduled: | 04/26/2021 Time| 11:00AM | ¥ Exam: | Exam 1 M
Duration: (30 | minut tes () Alow avedapping Color: Durstion: |30 | minutes () Alow overapping Color
Notes: Status: v Notes: Status: v
Consent || x HIPAA Data Use Agreement (defaut) 2 View iinical Note. Consent || HIPAA Data Use Agreement (default
Forms: | No Show Policy (@efault) Forms: | [ o Show Policy (defaul
View All Appointments View.
) Recurring Appointment Recurring Appointment
0 Arrange a Follow-up Reminder (Amange a p Reminder
View Active Reminders: View Active Reminders:

et | sav s Goso | sovo [N [ Duict | savo s Gioso | Sore RS

Drug Interactions Check

Access the Drug Interactions section in the patient No access to the Drug Interactions section in the
chart or clinical note. patient chart or clinical note.
Tasks o Drug-Drug Interactions and Drug-Allergy Interactions
Problem List [16] Risk  Severity Drug 1 Drug 2 Interaction Summary
[x] Patnt alera
Medication List @
-, N Aspirin may enhance the effect of i ti- y

aspirin celecoxib P more

Send eRx gents g
N N Sympathomimetics may enhance the adverse/toxic effect of other

‘oxymetazoline nasal phentermine N more
Allergy List (4] Sympathomimetics.

prochlorperazine phentermine Antipsychotic Agents may diminish the stimulatory effect of Amphetamines. more
Drug Interactions 0

LORazepam prochlorperazine CNS Depressants may enhance the adverse/toxic effect of other CNS Depressants. more
CQMs X " Anticholinergic Agents may enhance the adverse/toxic effect of other Anticholinergic

prochlorperazine cetirizine more

Agents.

Intake Data

phentermine cetirizine Amphetamines may diminish the sedative effect of Antihistamines. more
Lab Orders B m LORazepam levonorgestrel Progest.ms (Conlraceptlve)‘ maybc;e:;‘e:se the serum concentration of more

Immunizations

A: No known interaction Jl| B: No action needed [l C: Monitor therapy [ D:

Emergency Access

Select Emergency Access on the login page to Can't request emergency access.
temporarily request the Create and Update Patients,

Access Scheduling, and Access Clinical Notes system

permissions.

ePS Enroliment (Edit)

Access Billing > Enrollment to see, modify, submit, No access to Billing > Enrollment
and/or delete EDI, ERA, and RTE requests with ePS

ePS Enrollment (Read Only)
[Tumedon | Tumedof |

Access Billing > Enrollment to see EDI, ERA, and RTE No access to Billing > Enrollment
requests with ePS and their current status, but can't
make any changes or updates



Export Patients

Export patient data in bulk in a CSV or bulk export C- No Export (CSV) or Export (C-CDA XML) buttons
CDA files from the Patient List page. appear on the Patient List page.

Patients Reports

PATIENT
Consent Forms
Patient Flags
Patient Groups
Send Email
Send Referral

With Export Permission Enabled J J
Manage your existing patients Bukimport | QRDAIImport | Export(CSV) | Export(C-GDAXML) -~
Patient search Search More Filters
® Update patient (via C-CDA XML) PAGE10OF6

Without Export Permission Enabled

Manage your existing patients BukImport | QRDA I Import
[Patient search Search More Filters
® Update patient (via C-CDA XML) PAGE10F6 3

Manage Accounts

Access Account > Staff Members to create, edit, and No access to Account > Staff Members and receives a
deactivate accounts for staff members "permission denied" message

Manage Permissions

Access Account > Staff Permissions to add or remove No access to Account > Staff Permissions.
permissions to staff or provider accounts.

Manage Templates

Access Clinical > Form Tools to create and edit clinical ~ No access to Clinical > Form Tools to create and edit
forms. clinical forms.

Provider Dropdown



Can access multiple providers in a practice group. Canonly access information for their associated
primary provider selected on the Edit Office Staff
i Hannah Provider ~  Leah Sample (isample) () page. (Account > Staff Members > Staff tab > select
Hannah Provider Edit > Primary Provider box).
Michael Provider =
Rayla Provider
Practice Group: Blue Medical Group & Hannah Provider ~ Leah Sample (isample) &

Hannah Provider
Practice Group: Blue Medical Group

SAML SSO Admin Dashboard

View the SAML SSO Dashboard to review and Can't view the SAML SSO Dashboard to review and
approve SSO requests. approve SSO requests.

Settings

View and edit multiple setting profiles as well as APIs.  Can't view and edit multiple setting profiles or APlIs.

Account Settings

Turned on + Settings Turned on Turned off

Access the Account Settings page. Can't access the Account Settings page.
Required: Settings permissions turned on.

Custom Field Settings

Access the Custom Manage Data page. Can't access the Custom Manage Data page.
Required: Settings permissions turned on.

Office Settings
Turned on + Settings Turned on Turned off
Access the Manage offices page. Can't access the Manage offices page.

Required: Settings permissions turned on.

OnPatient Settings
Turned on + Settings Turned on Turned off
Access the onpatient Settings page. Can't access the onpatient Settings page.

Required: Settings permissions turned on.

Share Patients



View and interact with patients in the practice group

whose primary provider differs from the primary
provider selected on their staff account settings.

Show Billing Summary

Only view and interact with patients whose provider is
the same as the primary provider selected in their staff
account settings.

Access Billing > Billing Summary

Show Billing Tab

No access to Billing > Billing Summary

Turned off

Access the Billing tab in the appointment window and

clinical note.

With Show Billing Tab Enabled In the Appointment Window

Schedule Appointment

Appointment  Biling  Eligibilty  Vitals. Growthcharts  Flags  LogComm.  Revisons  CustomData MU Helper

Appointment Billing Eligibility

With Show Billing Tab Enabled In the Clinical Note

H&P | SOAP  ADDITIONAL @ APPS

I Preview Note

onpatient / Check-In
Subijective
Objective
Assessment

Plan

Medications & Allergies

Show Patient Balance

No access to the Billing tab in the appointment and
clinical note.

Without Show Billing Tab Enabled In the Appointment Window

Schedule Appointment

Appointment  Eligiblity  Vitals, Growthchats  Flags  LogComm.  Revisions  CustomData MU Helper

Appointment Eligibility Vitals

Without Show Billing Tab Enabled In the Clinical Note

H&P | SOAP = ADDITIONAL

|k Preview Note

onpatient / Check-In

CC / History of Present lliness

Med / Fam / Social History
Medications & Allergies
Review of Systems
Physical Exam
Assessment

Plan

Turned off

e The patient's balance is shown in the
appointment.

e Provides access to the Balance tab in the patient

chart.

e The patient's balance doesn't appear in the
appointment.

e The Balance tabisn't available in the patient
chart.



With Show Patient Balance Enabled

Schedule Appointment Patient Statement Balance: $1503.00 Generate Statement

Appointment  Biling  Eligiblity  Vitals Growthcharts [l Flags  LogComm.  Revisions ~ CustomData MU Helper

Type @ Appointment () Video Visit  [JWalk-in [ Tranftion of Care (] Referral

WARNING: This patient is sample data. Generate Statement | 1 Agressive:

Provider | Brendan Wilberton v
Patient | Jenny (Jen) Hamis - 02/11/1980 + | + & © Office: | Primary Office [+[7
Reason: Profile: | - v

Important  Demographics  Insurances  Eligibiity  Authorizations  Smoking Status  Flags  Balance  onpatient Payments

v Sufficient patient demographics to bill insurance. | 1 Agressive

Balarice

Sign/Lock Clinical Notes

Without Show Patient Balance Enabled

Schedule Appointment

Appointment  Biling  Eligibiity  Vitals Growthcharts  Flags  LogComm.  Revisions
Type @ Appointment (O VideoVisit  [JWalkn (] Transition of Care (] Referral
WARNING: This patient is pre-populated sample data. | 1% Agressive:
Provider | Brendan Wiberton v
Patient  Jenny (Jen) Harrls - 02/11/1980+ + & & Office: | Primary Office
Reason Profle: | -
Scheduled: | 04/27/2021 Time 01:30PM | $ Exam: | Exam 1
Important  Demographics  Insurances  Eligibility  Autnorizations  Smoking Status  Flags

v Sufficient patient demographics to bill insurance. | W Agressive

CustomData MU Helper

Turned off

Sign and lock clinical notes. The Sign & Lock button
appears when the note is previewed.

If turned on for a staff user, they can sign and lock
clinical notes; however, the provider's name will
appear on the note, not the user's.

With Sign/Lock Clinical Notes Permission Enabled

+ Amendments Revisions View Fax Sign&lock Edit Sections Print sections

Use iPad EHR

No Sign & Lock button when you preview a note.

Without Sign/Lock Clinical Notes Permission Enabled

+ Amendments = Revisions = View Fax Edit Sections

Print sections

You can login and use the DrChrono EHR app for
iPhone and iPad.

LogIn
hidrnick

Forgot Password?

Error
User does not have access to iPad.

OK

Questions? Contact drchrono.com/help

View Practice Group

You receive an error when you try to log in to the
DrChrono EHR app.



View the collective information for all providersinthe  Can only see the information for the individual

practice. providers you have access to.

i Hannah Provider ~ Leah Sample (Isample) ﬁ Hannah Provider ~ Leah Sample {lsample) .:b

Michael Provider — Hannah Provider

Rayla Provider
Practice Group: Blue Medical Group




